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This PowerPoint 2007 template produces an A0 
presentation poster. You can use it to create your 
research poster and save valuable time placing titles, 
subtitles, text, and graphics. 

We provide a series of online tutorials that will guide 
you through the poster design process and answer your 
poster production questions. To view our template 
tutorials, go online to PosterPresentations.com and 
click on HELP DESK.

When you are ready to print your poster, go online to 
PosterPresentations.com

Need assistance? Call us at 1.510.649.3001

QUICK START

Zoom in and out
As you work on your poster zoom in and out to 
the level that is more comfortable to you. Go 
to VIEW > ZOOM.

Title, Authors, and Affiliations
Start designing your poster by adding the title, the names of 
the authors, and the affiliated institutions. You can type or 
paste text into the provided boxes. The template will 
automatically adjust the size of your text to fit the title box. 
You can manually override this feature and change the size of 
your text. 

TIP: The font size of your title should be bigger than your 
name(s) and institution name(s).

Adding Logos / Seals
Most often, logos are added on each side of the title. You can 
insert a logo by dragging and dropping it from your desktop, 
copy and paste or by going to INSERT > PICTURES. Logos 
taken from web sites are likely to be low quality when 
printed. Zoom it at 100% to see what the logo will look like 
on the final poster and make any necessary adjustments.  

TIP: See if your school’s logo is available on our free poster 
templates page.

Photographs / Graphics
You can add images by dragging and dropping from your 
desktop, copy and paste, or by going to INSERT > PICTURES. 
Resize images proportionally by holding down the SHIFT key 
and dragging one of the corner handles. For a 
professional-looking poster, do not distort your images by 
enlarging them disproportionally.

Image Quality Check
Zoom in and look at your images at 100% magnification. If 
they look good they will print well. 
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QUICK START (cont.)

How to change the template color theme
You can easily change the color theme of your poster by going 
to the DESIGN menu, click on COLORS, and choose the color 
theme of your choice. You can also create your own color 
theme.

You can also manually change the color of your background 
by going to VIEW > SLIDE MASTER.  After you finish working on 
the master be sure to go to VIEW > NORMAL to continue 
working on your poster.

How to add Text
The template comes with a number of 
pre-formatted placeholders for headers 
and text blocks. You can add more blocks 
by copying and pasting the existing ones or 
by adding a text box from the HOME menu. 

 Text size
Adjust the size of your text based on how much content you 
have to present. 
The default template text offers a good starting point. Follow 
the conference requirements.

How to add Tables
To add a table from scratch go to the INSERT menu 
and click on TABLE. A drop-down box will help you 
select rows and columns. 

You can also copy and a paste a table from Word or another 
PowerPoint document. A pasted table may need to be 
re-formatted by RIGHT-CLICK > FORMAT SHAPE, TEXT BOX, 
Margins.

Graphs / Charts
You can simply copy and paste charts and graphs from Excel 
or Word. Some reformatting may be required depending on 
how the original document has been created.

How to change the column configuration
RIGHT-CLICK on the poster background and select LAYOUT to 
see the column options available for this template. The 
poster columns can also be customized on the Master. VIEW > 
MASTER.

How to remove the info bars
If you are working in PowerPoint for Windows and have 
finished your poster, save as PDF and the bars will not be 
included. You can also delete them by going to VIEW > 
MASTER. On the Mac adjust the Page-Setup to match the 
Page-Setup in PowerPoint before you create a PDF. You can 
also delete them from the Slide Master.

Save your work
Save your template as a PowerPoint document. For printing, 
save as PowerPoint or “Print-quality” PDF.

Print your poster
When you are ready to have your poster printed go online to 
PosterPresentations.com and click on the “Order Your 
Poster” button. Choose the poster type the best suits your 
needs and submit your order. If you submit a PowerPoint 
document you will be receiving a PDF proof for your approval 
prior to printing. If your order is placed and paid for before 
noon, Pacific, Monday through Friday, your order will ship out 
that same day. Next day, Second day, Third day, and Free 
Ground services are offered. Go to PosterPresentations.com 
for more information.

Student discounts are available on our Facebook page.
Go to PosterPresentations.com and click on the FB icon. 
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Motivation

Training Data

Evaluating Code Generation Performance

Conclusion
● We can successfully generate benign JavaScript code that compiles with high accuracy.
● We can successfully generate and deploy XSS attacks on penetration test websites.
● HIJaX requires datasets of at least 2,000 entries for accurate code generation.
● POS tagging website URLs increases the accuracy of code generation in smaller datasets.

 Yaw Frempong, Yates Snyder, Erfan Al-Hossami, Meera Sridhar, and Samira Shaikh
(yfrempon, ysnyder1, ealhossa, msridhar, sshaikh2)@uncc.edu

HIJaX: Human Intent to JavaScript XSS Generator
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Approach

● Cross-Site Scripting was the most prominent attack vector of hackers in 2019, making up nearly 
40% of cyber-attacks globally[1].

● NLP-based AEG is a new field that allow for automated exploit construction.
● This work could lead to non-cybersecurity practitioners being able to detect vulnerabilities in their 

own software.

Part-of-Speech Tagging

Future Work
● Automating the deployment of XSS attacks and vulnerability patches.
● Generating XSS attacks for web-based mobile apps.
● Creating real-world datasets from social media posts, published CVEs, and online forums.

- Pre/Post processing includes Transpiling and POS Tagging.
- Snippets are given BLEU[6] and exact scores[7].
- The JavaScript Execution Tester and  XSS Attack Tester 

calculates the syntax and execution scores of snippets.

Stack Overflow Dataset:
● JavaScript-related questions and answers are mined from Stack Overflow[2] to create 

intent and snippet pairs.
Benign Dataset:
● Snippets are created  from a JavaScript tutorial website[3] containing many examples of 

different JavaScript concepts.
Malicious Dataset:
● Snippets are created with XSS payloads from a GitHub repository[4] ranging from pop-ups 

to attacks that steal personal data.
Transpiled Dataset:
● Intent and snippet pairs are created from transpiling the Python code in the CoNaLa[5] 

dataset into JavaScript.

Part-of-Speech Tagging:
● We use the POS Tagging function in the spaCy[9] library in combination with regular 

expressions to identify URLs in intents. These URLs are marked so they can be ignored by 
the model which simplifies training.

Intent: English description of 
code.
Snippet: JavaScript code 
representation of an intent.

HIJaX is an NLP-based AEG tool that can convert english descriptions of code into JavaScript that 
is syntactically correct and executable.

Transpiling
We use Transcrypt[8] to convert snippets in the CoNaLa Dataset from Python to JavaScript.

● Esprima[10] is used to evaluate the syntax of 
JavaScript code in the datasets.

● Compile-Run[11] is used to evaluate the 
execution of JavaScript in the datasets.

● The XSS Attack Tester deploys and verifies the 
execution of XSS attacks in the Malicious 
datasets.
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